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ABSTRACT 

The scoop in cloud computing which loads in the cloud stand will use the Cipher text-policy attribute-based 

encryption(CP-ABE) .Here, it is a precious encryption applied science to avail in protect scoop sharing in cloud 

computing. The shared scoop files have multilevel chain of command, and are used in the field of the military and 

healthcare. But, the hierarchy structure has not been explored in CP-ABE. Here, the layered access architecture are 

integrated into a single access architecture, and then the files are encrypted with the integrated access architecture. 

The advanced blueprint is proved to be protected under the authoritative posit. The cipher text elementals affiliated 

to attributes could be shared by the files. Therefore, Moreover, Experimental simulation shows the number of the 

files incrementing, the advantages of our blueprint become more and more noticeable. Additionally, here both cipher 

text repository and time costs of encryption are protect. 
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1. INTRODUCTION 

Cloud computing is one of the most promising utilization scaffold to deal with the hazardous complex of 

scoop sharing. Online scoop sharing has become so craze in these days with gregarious media and scoop sharing 

designates like whatsapp, Facebook. Meanwhile, leaking, users need to encrypt their scoop before being shared. 

 
Fig.1. An example of secure data sharing in cloud computing 

Access control is paramount as it is the first line of resistance that prevents unauthorized access to the shared 

scoop. Recently, attribute-based encryption (ABE) has been captivated much more attentions since it can keep scoop 

isolation and realize fine-grained, one-to-many, and non-interactive access control. Cipher text-policy attribute based 

encryption (CP-ABE) is one of feasible schemes which has much more appropriate and is more suitable for general 

applications. 

In cloud computing, as illustrated in Fig.1, authority accepts the user enrolment and actualizes some parameters. 

Cloud service provider (CSP) is the administrator of cloud servers and provides multiple services for client. Scoop 

owner encrypts and uploads the engender cipher text to CSP. User downloads and decrypts the interested cipher text 

from CSP. The shared files usually have hierarchical structure. That is, group offices are divided into a number of 

hierarchy subgroups located at different access levels. If the files in the same stratified architecture could be 

encrypted by integrated access architecture, the repository cost of cipher text and time cost of encryption could be 

saved. Encryption and repository overhead of cipher text can be reduced greatly. Moreover, since convey nodes 

(Fig.2) are integrated in the access architecture, users can decrypt all acquiescence files with computation of secret 

key once. The computation cost of decryption can additionally be decreased if users need to decrypt various files 

simultaneously. 

 
Fig.2. The integrated access structure, T1 and T2 are access structures m1 and m2 respectively, T is the 

integrated access structure of m1 and m2 
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Figure.3. System archtecture 

Cloud Service Provider (CSP): It is a semi-trusted entity in cloud frame of reference. It can honestly perform the 

allow tasks and return correct results. However, it would like to find out as much perceptive contents as possible. In 

the advanced system, it provides cipher text repository and transmission services. 

Data Owner: It has large scoop needed to be stored and shared in cloud system. In our blueprint, the entity is in 

charge of defining access architecture and executing Encrypt operation. And it uploads cipher text to CSP. 

User: It wants to access a large number of scoop in cloud system. The entity first downloads the corresponding cipher 

text. Then it executes Decrypt operation of the advanced blueprint. In Fig. 4, a scoop owner processes the files as 

follows: 

Firstly, the scoop owner chooses k content keys {ck1, . . . , ckk}, and encrypts files {m1, . . . , mk} with the 

content keys by using symmetric encryption algorithm (i.e., DES, AES). The cipher texts are denoted as Eck (M) = 

{Eck1 (m1), . . ., Eckk (mk)}. Then, the data owner encrypts {ck1, . . . , ckk}. 

2. MATERIALS AND METHODS 

The Proposed FH-CP-ABE Scheme: In this section, the detailed construction of FH-CP-ABE scheme is first 

presented. Then, based on the scheme, an improved encryption process about FH-CP-ABE scheme is proposed in 

order to reduce computational complexity. In addition, a brief discussion about FH-CP-ABE scheme’s features is 

also provided. 

Security Analysis: Security of this work involves two aspects: file cipher text confidentiality and content key cipher 

text confidentiality. We assume that the hierarchical files are safely encrypted by using symmetric encryption 

algorithm (i.e., DES, AES). Therefore only the security proof of FH-CP-ABE should be provided. In this section, 

the security game of the proposed blueprint is given firstly. Then a formal security proof is provided based on the 

results of the literatures. 

CPA Security Game for the Proposed Scheme: In the proposed blueprint, SK is user’s secret key associated with 

attribute set, and CT denotes cipher text associated with access architecture. Security model of the proposed blueprint 

requires that the adversary selects the challenging structure A*. Moreover, the adversary can require all SK where 

the only restriction is that SK does not satisfy A*. 

Initialization: The adversary A selects the challenging access architecture A∗ and submits A* to the challenger C. 

Setup: C runs the Setup operation of FH-CP-ABE blueprint and sends public key PK to A. 

Query Phase1: For the attribute sets S1, . . . , Sq1(∀i ∈[1, . . . , q1], Si /∈A∗) chosen by A, he can repeatedly ask C 

for the secret keys SK. Meanwhile, C answers these secret keys SK by running Key Gen algorithm. 

Challenge: A submits two messages m0 and m1 of equal length. C randomly picks a bit μ ∈ {0, 1} and Encrypts mμ 

with A. The resulting cipher text CT∗ is given to A. 

Query Phase2: Same as the Query Phase1. 

Guess: Finally, A guesses ˆμ ∈ {0, 1}. If ˆμ = μ, A wins the security game. In this game, A can win the game which 

is defined as AdvA(1κ ) = |Pr[ ˆμ = μ] −(1/2)|. 

3. RESULTS AND DISCUSSION 

The experimental results are given in Fig.4. Fig.4(a) shows the time cost of encryption and decryption, while 

Fig.4(c) shows the storage cost of cipher text for various attributes with two hierarchy files. Fig.4(b) and Fig.4(d) 

shows the time cost and the storage cost for various files with fixed attributes N = 30, respectively. In addition, for 

various attributes and files, the numbers of attributes and files used in the simulation are N= {10, 15, 20, 25, 30, 35, 

40, 45, 50} and k = {2, 4, 6, 8}. 
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Figure.4. Experimental analysis 

As illustrated in Fig.4(a), we can find that the proposed scheme improves the efficiencies of encryption and 

decryption greatly when two hierarchy files are shared. We can also find that the results are gradually increasing and 

approximately following a linear relationship with the number of attributes in Fig.4(a). When the number of files is 

fixed, the more the number of attributes is used, the more time cost of encryption and decryption in FH-CP-ABE 

scheme is saved. For example, in Fig.4(a), the encryption costs of FH-CP-ABE and CP-ABE scheme are 1.8s and 3s 

approximately when N = 10. Similarly, the values are 7s and 14s when N = 50. The difference jumps from 1.2s to 7s 

when N is changed from 10 to 50. For the storage cost of cipher text, we find that the value in FH-CP-ABE scheme 

is smaller than CP-ABE’s and follows a linear relationship approximately as the number of attributes grows as shown 

in Fig.4(c). If the number of files is fixed, the more the number of attributes is used, the higher efficiency in our 

scheme is improved in terms of storage cost of cipher text. For example, in Fig.4(c), when N = 20 and N = 50, the 

approximate storage costs of cipher text are equal to 6.3KB and 14.6KB in FH-CP-ABE scheme, and the values are 

11.3KB and 27.8KB in CP-ABE scheme.  

When two hierarchy files are shared, the performance of FH-CP-ABE blueprint is better than CP-ABE’s in 

terms of encryption and decryption’s time cost, and CT’s storage cost. The reason is described as below. As shown 

in Fig.4(a) and Fig.4(c), the number of files is k = 2. Based on the Table I, the encryption time in CP-ABE and FH-

CP-ABE scheme can be simplified as [2(|AC1|+|AC2|)+ 2]G0 + 4GT and (2|AC1| + 2)G0 + (2 j |AT| + 4)GT , 

respectively, where j and |AT | are relatively small in proposed encryption operation. It shows that our scheme can 

save more encryption time with more common attributes |AC2|. Similarly, the storage cost of CT in both schemes 

can be denoted as [2(|AC1| + |AC2|) + 2]LG0 + 2LGT and (2|AC1| + 2)LG0 + ( j |AT| + 2)LGT , respectively. It 

indicates that the FH-CP-ABE scheme has smaller storage cost of cipher text than the CP-ABE in the same condition. 

In addition, the decryption time for CP-ABE and FH-CP-ABE is approximate to (4|Au| + 2)Ce + [2(|S1| + |S2|) + 4] 

GT and (2|Au| + 1)Ce + [2|S1| + ( j |AT| + 4)]GT , respectively. Obviously, FH-CP-ABE scheme has lower decryption 

cost with a same number of common nodes |S2|. So, comparing with CP-ABE and FH-CP-ABE, the encryption cost 

in our scheme is decreased by (2|AC2|G0 − 2 j |AT |GT) in Fig.4(a). Similarly, the storage cost of CT and the 

decryption cost in FH-CP-ABE scheme are reduced by 2|AC2|LG0 − j |AT |LGT) and (2|Au| + 1)Ce + [2|S2| − j |AT|] 

GT in Fig.4(c) and Fig.4(a), respectively, compared to CP-ABE’s. The above simulation results also confirm to 

theoretical analysis described in previous subsection. 

Above all, when multiple hierarchy files with different access levels are shared, the experiment results 

indicate that FH-CP-ABE blueprint performs better than CP-ABE in terms of the time cost of encryption and 

decryption, and storage cost of CT, if the number of attributes is fixed. The reason is described as follows. In Fig.4(b) 

and Fig.4(d), the number of attributes is fixed as N = 30. Based on the Table.1, the encryption cost in CP-ABE and 

FH-CP-ABE blueprint can be denoted as [2(|AC1| + . . . + |ACk|) + k]G0 + 2kGT and(2|AC1| + k)G0 + (2 j |AT| + 

2k)GT, where k = {2, 4, 6, 8} in the simulation, and j and |AT | are relatively small in our proposed blueprint. It 

indicates that FH-CP-ABE requires less encryption time than CP-ABE with more hierarchy files k. Similarly, the 

CT’s storage cost in both blueprints can be denoted as [2(|AC1| + . . . + |ACk|) + k]LG0 + kLGT and (2|AC1| + k)LG0 

+ (j |AT| + k)LGT, respectively. And the decryption time for CP-ABE and FH-CP-ABE is approximate to 

k(2|Au|+1)Ce+[2(|S1|+. . .+|Sk|)+2k]GT and (2|Au|+ 1)Ce + [2|S1| + ( j |AT| + 2k)]GT , respectively. The results show 

that FH-CP-ABE blueprint can save more storage cost and decryption time than CP-ABE under the same condition. 
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In Fig.4(b), the time cost of encryption and decryption in FH-CP-ABE blueprint is reduced by [2(|AC2|+. . 

.+|ACk|)G0− 2 j |AT |GT ] and (k −1)(2|Au|+1)Ce +[2(|S2|+. . .+|Sk |)− j |AT |]GT , respectively, compared to CP-

ABE’s. Similarly, comparing with CP-ABE and FH-CP-ABE, the storage cost m of CT in our scheme is decreased 

by [2(|AC2| + . . . + |ACk|)LG0 − j |AT |LGT ] in Fig.4(d). Meanwhile, the results are also consistent with theoretical 

analysis presented in previous subsection. 

4. CONCLUSION 

In this paper, we proposed a variant of CP-ABE to efficiently share the stratified files in cloud computing. 

The stratified files are encrypted with integrated access architecture and the cipher text components related to 

attributes could be shared by the files. Therefore, both cipher text storage and time cost of encryption are saved. The 

advanced blueprint has an advantage that users can decrypt all authorization files by computing protect key once. 

Thus, the time cost of decryption is also saved if the user needs to decrypt various files. Moreover, the advanced 

blueprint is proved to be protecting under DBDH assumption. The saved storage cost is approximately 44.2% and 

47.5% with N changed from 20 to 50. 
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